Privacy and Security in the Age of Al

Lakeland Cybersafe

A Community Project

Thank you for showing up to this presentation on cybersafety. It may not be
the most fun topic to discuss but it's an important one that could save you
time and money and help you become more confident as you navigate the
Internet. Many of the scams we will discuss have been around before the
recent injection of Al into the public sphere, but what's different now is that
Al has turbo-charged the scammer’s toolbox.

Al has enabled scammers to become more efficient and dangerous and the
scamming industry has become highly organized. What used to take a
scammer some amount of skill and computer knowledge is now easily done
by asking Al on a smartphone. So it's all the more timely now for us all to
learn the fundamentals of cybersafety so we can identify and protect
ourselves from a scam in progress.



Presentations - Focus Areas

* Total 4 presentations (101 and 102 are basic, for everyone)
- Presentation 101 - Easy steps for the most protection
- Presentation 102 - Various kinds of scams, malware
- Presentation 201 - A little technical (VPNs, privacy)
- Presentation 301 - A little more technical (Routers, IoT)
* All presentations are online at LakelandCybersafe.org

* Links to articles and more resources on the website

—

There are a total of 4 presentations. The first two are basic and are meant for everyone.
If you use the Internet, check email, watch Netflix or shop online, you already have
the skills to understand everything in the first two presentations. This presentation is
the second - presentation 102, and focuses on various types of scams so you can
become aware of what's out there and acquire the skills to identify what might be a
scam attempt and protect yourself from it.

If you haven't attended the first presentation, you can watch it online at
lakelandcybersafe.org. Among other things, it shows some practical steps you can
take to protect yourself from identity theft, such as locking down your credit reports.

The third presentation in the series is slightly technical but still accessible to those of
you who are a little computer savvy. We discuss why privacy is important and how it
relates to security. The fourth presentation is about routers and other more technical
measures.

Visit lakelandcybersafe.org for all the presentations, articles and more resources.



Presentation 102 - Outline

* Understanding various forms of scams and attacks -
phishing, impersonation, malware, hacking

* Privacy and security settings on your devices
* Introduction to Virtual Private Networks (VPNSs)
* Entering and staying in the “cybersafe mindset”

* Online tools and resources

—

In this presentation, we're going to look at various kinds of scams and
fraud, like, phishing, impersonation, malware and outright hacking.
It's about awareness but it's also about knowing how to get to the right
settings on your phones and computers to make them more secure.

We briefly look at what Virtual Private Networks are but really get into
them only in presentation 201.

Finally we talk about what a “cybersafe mindset” is, how to develop it and
how to stay in it.

There is a sizable list of cybersafety resources online and we look at
some of them so you can walk away with some new knowledge from
the presentation itself but also continue learning more on your own.



Questions?

* Please feel free to interrupt at
any time to ask questions!

* It's not a lecture. Let's make it
lively and interactive!

* I'll be around after the
presentation for more
questions

—

Let's make this a discussion instead of a lecture. Stop me anytime to ask a question,
or to ask me to repeat what I have said. There are no dumb questions. If you have
a question, it's likely that others also have the same question so you will be helping
others too.

I will be here for a while after the presentation too in case you have any lingering
questions.




The Big Picture
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We looked at this picture in presentation 101. It's a typical home Internet setup. You
have the Internet on the left, and the devices on the right, and in between is the
router that connects the devices to the Internet. In the case of the smartphone,
when we are not home, we connect to the Internet through the cellular network.

We're going to mostly continue looking at the Internet part of the picture in this
presentation, but we will touch upon the devices later on, and what we can do to
protect ourselves from the darker parts of the Internet which is where scams
originate from.

As we saw in the first presentation, the part of the Internet called the dark web has a
lot of private information for sale - our names, phone numbers, addresses, social
security numbers and many other details that are used by scammers to target us.
Not all scams originate from the dark web. Many are run-of-the-mill operations that
prey on human psychology and don’t need much technical expertise. In all cases, the
more we know the anatomy of common scams, the better prepared we are.



A Typical Call Center(?)
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Take a guess as to what this is! It certainly looks like a regular office on any Monday
morning with people busy at their desks making sales calls or helping customers.
But it's actually a scam operation based in a city called Lahore in Pakistan. Not to
pick on Pakistan, scam call centers like this exist all over the world in almost all
countries targeting both residents of their own countries as well as foreigners.
Some operations in countries like India, Pakistan, Bangladesh, Nigeria, Ukraine do
specialize in targeting Westerners because English is a common language in these
countries.

Americans are used to talking to customer service agents with an accent because
large companies in America have outsourced their customer service to countries
like India over the last two decades. So it's become increasingly difficult to identify
scammers for who they are. However, there are several tell-tale signs and patterns
that when we become aware of, we can catch them in the act.



Cyber Scams

Cyber scams are deceptive schemes that use one or more of these
communication channels

- Phone/Voice, Email/Text, Social Media, or Websites and other electronic means
* to steal one or more of
- Private information, Accountaccess, or Money

* They generally exploit human psychology (social engineering) or technical
vulnerabilities

- They come in many shapes and varieties
- Some are easier to spot than others

- Don'tinclude other cyber menaces like cyber-bullying or relationships with AI models

—

What is a cyber scam? Cyber scams are deceptive schemes that use one of these
communication channels: phone, email, social media like Facebook, or websites
and are designed to steal either private personal information, account credentials
like usernames and passwords or money. At the end of the day, the scammer
wants our money. Stealing personal information is a step in that direction.

While technology is used at every step of a scam, it is generally human psychology
that is the weak link in the chain. It's about building trust and exploiting the trust
when the opportunity arises. It is for this reason that much of cybersafety comes
down to awareness and developing the sixth sense that alerts us and says, “hey,
something looks fishy here”. The Cybersecurity industry that helps large
companies stay secure also points out this fact: despite the billions of dollars
companies spend on protecting themselves, it is typically a single distracted
employee who inadvertently and unwittingly exposes the entire company to an
attack.



Fraud Reports by Contact Method

FTC fraud reports by contact method, number,and median loss*

Email 186,621 $400
Mail 35,878 $799
Online ad/pop-up 6,884 $172

Other 100,926 $234

‘ Phone call 383,598 $1,170

Social media 70,365 $200

Text 334,524 £800

Website/App 134,416 $150 E

We saw this slide in the last presentation but it's here again to remind us of the top
three ways that scammers contact us:

Number one is phone call. Two is text and three is email. There is a reason why the
trend goes this way. A phone call is personal, it is easier to build trust quickly and
it's easier to create a sense of urgency which is a critical component of many
scams. A text message is also suitable to create trust though not as personal as a
phone call. Scammers often text us from a phone number with the same area code
as ours, so it looks local and doesn't raise our suspicions. The advantage with texts
is the scammer can send hundreds of them at the same time.

This advantage carries over further with email. It's easy and cheap to send thousands
of emails and although they are not as personal as phone calls, they can still create
that sense of trust and urgency for us to take the next step - which is to respond to
the email in some way. When we make contact with a scammer and engage
further, we risk giving up more personal information at the very least.



Some Common Types of Scams

* Tech Support Scam: Scammers pose as customer service or IT experts,
claiming they can help you with account issues or malware removal

* Phishing and Identity Theft: Unsolicited messages trick victims into revealing
Social Security numbers, bank details, or login credentials

* Distress Scams: High-pressure hurried situations where a loved one is in
distress (accident, arrest etc.) and needs money immediately

* Romance/Confidence Scams: Exploiting loneliness to build trust before
extracting money or personal data

* Investment and Crypto Scams: High-pressure schemes promising guaranteed
returns or exploiting lack of technical oversight

—

Let's now look at some common types of scams. We have tech support scams where
scammers pose as technical experts or customer service agents. The picture we saw earlier
was of a tech support scam call center. They pose as employees of Verizon and direct the
victim to log in into a fake website that looks like the real Verizon site, but one they set up.

Then we have phishing scams which we will go deeper into. Think of phishing as fishing for
your private personal information.

Distress scams are highly exploitative and create an immediate sense of urgency where a
loved one is in an emergency.

Romance scams have been around for a long time but the Internet and social media have
made it far easier than before to pull them of.

Investment scams have also been around but the anonymity offered by the Internet has
made them more effective. Fake reviews and recommendations can be easily generated.

Many scams have elements from one or more of the above. For example, a scammer poses
as a legitimate potential romantic partner, extracts information (phishing) and asks you to
invest in a crypto scheme after a few months of building trust (investment scam).



Windows Defender Alert : Zeus Virus Detected In Your
Computer !!

Please Do Not Shut Down or Reset Your Computer.

The following data will be compromised if you continue:
1. Passwords

2. Browser History

3. Credit Card Information

4.Local Hard Disk Files.

This virus is well known for complete identity and credit card theft.
Further action through this computer or any computer on the network will
reveal private information and involve serious risks.

Call Technical Support iImmediately at +1-877-219-6702

Call Microsoft Technical Department:+1-877-219-
6702(Toll Free)

Oh no, my computer crashed! It says, “Windows Defender Alert”. There's a virus!

I might have to call Microsoft at this number now. Sorry everyone, I didn't expect this
to happen.

Well, if you see a screen like this, it is natural to be alarmed momentarily. Pause and
take a breath.

It's a tech support scam. Somehow, a scammer got us staring at a scary blue screen.
It could be a browser pop-up or a virus they may have downloaded onto our
computer but either way, they are waiting for us to take the next step and call that
number they show on the screen.



DO NOT PANIC!



Tech Support Scams

* Scammers pose as customer service or tech support personnel
and trick the victim into revealing their login credentials or
install remote-access software

~ May use “spoofing” to appear legitimate (caller ID, sender email
address)

~ Commonly target seniors and others who are not computer savvy

-~ Sometimes impersonate large technology companies or even federal
authorities like the FBI and the IRS

~ Attempt to gain access to our computer by having us install remote-
access software like RustDesk, AnyDesk and TeamViewer

d

When a scammer gets a call, they can do any number of things. They can direct the victim to
a fake website where they capture the username and password. They can ask the victim to
download a program to their computer. They can ask for the one-time-password (OTP) to
access an account that the scammer is attempting to hack into. They can ask for credit
card information for payment for virus removal services. The possibilities are numerous.

Scammers also call you directly sometimes from a spoofed number. We get into spoofing in
the next slide.

Tech support scams commonly target seniors and those who are not very computer savvy.
Sometimes, scammers spoof or otherwise impersonate government agencies like the FBI or
the IRS. This again creates a sense of urgency and we lower our guard, especially if they

already have our name, address and other information.

No matter the situation, never download any program, software or app onto your computer
or smartphone whether it is an email that's asking you to do so or a person on the phone.
It's the fastest way for a scammer to gain access to your device and install more
surveillance tools or take over your computer.



About the FCC Proceedings & Actions Licensing & Databases

Watch on (8 YouTube spoofing and how to avoid being scammed.

If you think you've been the victim of a spoofing scam, you can
file a complaint with the FCC.

The Federal Communications Commission (FCC) has a webpage on caller ID spoofing.

This is the way it works. You get a phone call from your bank. Your phone has the
caller ID. It shows the name of your bank which you yourself entered into your
phone. There's no reason to believe anything fishy is going on but actually the
scammer is spoofing the number. He is calling from his own number but making it
appear as if it's coming from the bank’s number. Your phone recognizes the
incoming number because it is in the contacts and shows the name of the bank on
the caller ID. Your phone has no way of knowing who actually is on the other end
of the line. There is instant trust because we trust our phones.

Banks rarely call their customers, so be suspicious. Phone numbers, text messages
and emails - they can all be spoofed and made to appear as if they are coming
from legitimate sources. We should never give out any information when we get a
call from the outside even if they claim to be our bank, or the FBI, or the IRS.



Remote-Access Software

* Legitimate software programs used by individuals and
companies that allow...

- Employees to login into their work computers from home or a
remote location

- Legitimate tech support personnel (or a trusted friend) to access
our computer to help us troubleshoot problems

- Full access to our computer or phone (what they see is what we
see) including control of mouse and keyboard

ﬁ

I mentioned earlier that scammers sometimes ask us to download and install
software. One type of software is called remote-access software. This kind of
software has legitimate uses. Employees of a company working from home might
use it to log into their work computers and it's as if they are really sitting at their
desk at work. They’re on their home computer but what they see on it is the screen
of the work computer. This is also the software real tech support personnel or a
tech-savvy niece or cousin might ask you to install on your computer, so they can
see what you see, and help you troubleshoot a problem you're facing.

Remote-access software gives the person on the other side complete access to your
computer. What they see is what you see. When they move their mouse, you see
the cursor moving on your screen. When they type something, you see it appear
on your screen. They can download and install anything they want and change any
and all settings on your computer. And they could be a thousand miles away.
Maybe in Pakistan!



Remote-Access Software Warning

WARNING: YOU MAY BE BEING SCAMMED!
If you are on the phone with someone you DON'T know AND TRUST who has asked you to install RustDesk,
do not install and hang up immediately.
They are likely a scammer trying to steal your money or other private information.

NEW| Enhanced ACL in RustDes

rustdesk Resources v ricin ocs o O

@ Note: Fustdesk.com is our only official domain. Please do not download RustDesk from the other domains.

The Fast Open-Source Remote
Access and Support Software

Switch from TeamViewer, AnyDesk, and Splashtop to RustDesk for a secure and
reliable remote desktop experience with your own self-hosted servers.

Download ¥, Self-Hosting 8

This is the website of RustDesk - a free remote-access software anyone can download
and install on their computer. Look at the top of the webpage. There’s a huge
banner with a big warning on it. It says:

Warning: you may be being scammed. If you're on the phone with someone you don't
know and trust, who has asked you to install RustDesk, do not install and hang up
immediately. They are likely a scammer trying to steal your money or other private
information.

The reason RustDesk, which is a legitimate organization with a legitimate product,
has to put up such a warning is because it has come to their attention that
scammers are using their product to gain access to the computers of unsuspecting
people and they feel responsible enough to warn anyone visiting their website
about it. There are many remote-access software products on the market and
some of them are free. Not all of them are as responsible as RustDesk.



Remote-Access Software Warning

= WIK]PEDIAE Q, Bd Donate Create account Login
25 years of the free encyclopedia

= A _]yDesk 3 20 languages v

Article  Talk Read Edit View history

From Wikipedia, the free encyclopedia

AnyDesk is a remote desktop application distributed by AnyDesk AnvDesk
Software GmbH. The proprietary software program provides Y
platform-independent remote access to personal computers and ‘) Any De s k
other devices running the host application."! It offers remote
) i i = . Developer AnyDesk Software GmbH
control, file transfer, and VPN functionality§AnyDesk is often used in|
n - Stable release(s) (]

technical support scams and other remote access scams.1H[12]113] )

Windows 9.7.8/ June 25, 2026; 2

days ago'"!

ﬂ

This is a remote-access software program called AnyDesk and although their website
doesn't carry any warning, their wikipedia page says it all:

AnyDesk is often used in technical support scams and other remote access scams.

A scammer can also host RustDesk, AnyDesk or other remote access software on
their own website and ask us to download it from there, in which case we won't see
any warning. So it's important to remember not to download anything at all when
someone asks us to. Hang up immediately.



How to Avoid Tech Support Scams

* Never engage with unsolicited contacts

~ Legitimate tech companies like Microsoft don't make unsolicited calls or
send emails claiming your computer has problems

* If you see a pop-up warning on your computer or phone, do not
call any displayed phone number or click any links

~ Take a picture or screenshot and restart your computer or phone
immediately

* Install anti-virus software and keep it updated
* Never install remote-access software nor let anyone control

your computer even if they claim your computer is infected ﬁ

How to avoid tech support scams?

Simply don't engage with any unsolicited contacts, whether it is by phone or text or
email. Tech companies like Microsoft or Google don't contact their users to warn
them about viruses or to sell them virus removal services.

If you run into a scary-looking screen like the blue screen we saw earlier, be
suspicious and don't call the number it says to call, nor click on any links. Simply
take a picture of the screen with your phone and restart your computer. The
warning will go away. If it appears again, call a tech-savvy friend or a local
computer repair shop. Do not search for virus removal software on the Internet.
Some of them are malware themselves.

Install anti-virus software. More on this later in this presentation.

Refrain from downloading any software that you're being asked to download and
install. Do not even visit any websites that the caller on the other end is asking you
to go to. Simply visiting certain websites downloads malware automatically.



Phishing and its Siblings

* Scammers impersonate trusted entities to steal login
credentials and private information or install malware

Phishing: Deceptive emails directing victims to fake websites or
malicious attachments

Smishing: Phishing conducted via text messages (SMS)

Vishing: Voice phishing using phone calls or voice messages to
extract sensitive personal information

Quishing: Scams using QR codes to redirect users to malicious sites

or trigger unwanted actions on devices :

Phishing is a form of impersonation that's designed to trick the victim into believing
they are interacting with a legitimate entity, like their bank, a tech company like
Amazon, or a government agency like the USPS, and leads the victim into revealing
their personal information or login credentials (usernames and passwords) which
are then used by the scammer to hack into their accounts to steal money or to sell
to other scammers.

Depending on the form of contact, there are 4 variants of phishing. If it's done by
email (an email appearing to come from a legitimate source), it's phishing.

If it's done by text message, it's called smishing (s is for SMS or text).

If it's attempted over a phone call, it's called vishing (v for voice).

And over the last several years, a new sibling has joined in - quishing, which is when
QR codes are used to redirect victims to fake websites, or trigger unwanted and
dangerous actions on their devices. We cover QR codes in a few slides.



Phishing - Example 1

A\ Important Notice

is setfor tat ion, withdrawal, o transfer).

«OneDrive (cloud storage)

« Office apps (Word, Excel, PowerPoint, etc.)

& [Verify My Account Noy

Please Note : VOLS means Type Your PASSWORD
Please Note : VOLS means Type Your PASSWORD

Note: When prompted for "Email Keyword", enter the password you currently use to loginto your university email account.(PROTECTED BY
ADMIN)

Action required: Please verify your status within 48 hours to avoid permanent deactivation of your Microsoft 365 account. If you do not respond intime, all
associated data will be deleted and cannot be recovered.

ﬁ

Here's an example of a phishing email. It is targeted at a student and it appears to
come from their university. It says that because they have graduated, they might
lose access to their account unless they click on the link below and do something.
It sounds reasonable. A scammer can easily target a thousand new graduates of a
university with such an email and expect a decent number of clicks on the link
from unsuspecting students. The link leads to a fake website that is designed to
look like the real university student portal where the victim enters their login and
password, which the scammer immediately collects.

At the bottom of the email, there is a warning saying the account will be deleted
unless the student acts within 48 hours. This creates a sense of urgency and
immediacy that discourages the student from putting it off or from doing due
diligence. Creating a sense of urgency is a common aspect of phishing emails. A

legitimate communication would give much more time, measured in weeks or
months.




Phishing - Example 2

Bz Outlook

Dear User,
All Hotmail customers have been upgraded to Outlook.com. Your Hotmail Account services has expired.
Due to our new system upgrade to Outlook. In order for it to remain active

follow the link Sign in Re-activate your account to Outlook. httos://account.live.com
WWW.rnicrosoft.com

Thanks;
The Microsoft account team

Here's another example of a phishing email that appears to come from Microsoft’s
Outlook email service. Again, it looks legitimate at first glance with the Outlook
logo and the signing off by “The Microsoft Account Team”. But notice they have a
bunch of grammatical errors. Grammar errors are the first sign of a scam email
because many of these emails are written by foreign scammers whose native
language is not English. They can copy the logo from the real website and stick it in
an email but they make mistakes drafting the language in the email.

An email can carry a link that on its face says account.live.com, but on the backend,
point to a completely different website, possibly one that was created by the
scammer. If you hover your mouse on the link, you can see what it's pointing to but
if you're looking at the email on your phone, there is no such facility, so it's best not
to click on any links in suspicious emails.

Notice the other link. It says “microsoft.com” Or does it?



Phishing - Lookalike URLs

WWW.rnicrosoft.com

www.LjnkedIN.com

www.PayPal.com

www.PayPal.com

www.GOOGLE.com

Www.gooogle.com

o =l o I = = = = - (o]

Www.google.myscamsite.com

Can you read this first URL here? It's a lookalike URL - made to look like
microsoft.com but it's actually not an ‘m’ but an ‘r’ followed by an ‘n’. Scammers
come up with such URLs in an attempt to trick our eyes into believing it's a
legitimate URL of a well-known company.

They substitute one letter with another letter or number or a greek character that
looks similar. Once they acquire this lookalike URL (also called a domain name),
they create a fake website that mirrors the real one and it's ready to collect
unsuspecting victims’ personal information.

Look at the URLs in the list to the left and see if you can spot the spurious characters.
On the right is a table of Greek letters, some of which appear very similar to certain
letters in English. For example, the Greek letter Rho looks a lot like the English

letter p.



Phishing - Lookalike URLs - What Looks Suspicious?

®

https://twittter.com

https://goocgle.com.sign-in.info

https://paypal.com
https://fb.com@n593.biz
https://secure-gmail.com

https://twitter.com-issues.support

Sl el 9 ® e ®

https://www.facebook.com.js2awp1lf8xe89770by5cyxqbwewp.gvicw9
vl45liecsmecmcut7z95qcms.etz581 1eiue348willi27dh8jtkku.mx
https://get-help.page?google.com

https://192.17.42.13#google.com

@

® | https://connection22.co/facebook.com Ji
Take a look at the URLs here and try to assess if they are real or fake! The key to this
puzzle is in the next slide!
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Phishing - Lookalike URLs

@©Typo-squatting o https://twittter.com

(Attack targeting users’ mistyping)

@Subdomain as Domain https://google.com.sign-in.info

@IDN Homograph https://paypal.com

@HTTP credentials as origin https://fb.com@n593.biz

®Self-declared secure https://secure-gmail.com

@®Unfamiliar TLC https://twitter.com-issues.support

@O0verrunning Subdomain https://www.facebook.com.js2awp1If8xe89770by5cyxgbwewp.gvic
w9vl45liecsmcmcut7z95gcms.etz581 1eiue348willi27dh8jtkku.mx

®Query parameters or Fragment https://get-help.page?google.com

£esing https://192.17.42.13#google.com

@Path Posing https://connection22.co/facebook.com

ﬂ

. There's an extra t in twitter’s lookalike URL
. The actual site is sign-in.info. They simply created a sub-domain called google but

it has nothing to do with Google.

. The Greek letter Rho is used instead of a p, but it looks like paypal.com

. The fake website is n593.biz, nothing to do with facebook.

. The fake website is secure-google.com, not associated with google.com

. com-issues.support has nothing to do with twitter

. facebook is a sub-domain - a part of a larger scam site. Not associated with

facebook.

. google.com is added at the end of the URL and is not the actual URL, hence not

associated with Google.

. facebook.com is simply a path on the web server, the website being

connection22.co, which is a fake website created by scammers.



How to Recognize a Phishing Email

Generic greetings: Because scammers often target a broad set of victims at one time, they often use generic
greetings like "Dear customer," or they may even skip the greeting altogether

Grammatical errors: Phishing emails often contain grammatical errors, misspellings, odd capitalization, and
unnatural phrasing. While typos happen, legitimate business emails shouldn’t have these mistakes

Low-resolution logos or images: Scammers often use copied logos to appear legitimate, but low-quality, blurry, or
improperly sized logos are red flags. Be cautious if a logo looks fuzzy, pixelated, stretched, or requires close
inspection to see it clearly

Suspicious sender email addresses: Look closely at the sender's email address. Phishers might create addresses that
look similar to a real company, but with a minor typo or extra character. For example, “appel.com” instead of
“apple.com.”

Strange URLs: Legitimate companies use clear URLs while phishing emails often link to suspicious ones. Hover your
mouse over the link to see the URL before you click it

Requests for personal information: Legitimate companies won't ask for sensitive information like passwords or
Social Security numbers through email. If an email tells you to verify your account by clicking a link and entering

your login details, it's likely a phishing attempt i

There are certain clues that might help us determine if an email or text message is a phishing
scam.

They tend to use generic greetings like Hello User instead of your name. However, know that
it's quite easy to greet you by your name too, because if they have your name (and your
name is out there along with your email address), it's trivial to include it in a phishing
message with just a little skill.

We talked about grammatical errors, generally coming from foreign scammers but again, be
aware that they're using AI more and more and the English is flawless.

Images and logos that are blurry or out of proportion, because these are copied from the real
websites and may not transfer properly to the phishing message.

Presence of lookalike URLS like the ones we just saw. Look at the sender email address while
being aware that it can be spoofed. If it looks right, it doesn't mean it's not a phishing
message but if it looks suspicious, that's certainly noteworthy.

An urgent tone or a request to verify something or an outright request for personal
information



How to Recognize a Phishing Email - Example

Sent: Monday, May 09, 2016 10:07 AM
Ta:

Subject: Fwd: [UVa Library - Circulation] VIRGINIA WARNING: Closing & Deleting Your Account in Progress!

Hello User!

t
We will process your request w' —— 2
All features associated wi " -
To retai unt, kindly Cancel Request to continue using our services
& 3
w

Thank You, http:/foit. ly[TWTXGz8
Account Team

An example.

Some of the things we look for in an email -

Generic greeting - “Hello User” instead of your name.

All features associated with your account will be lost - a sense of urgency requiring
you to act immediately, which in this case, to click on the link.

Suspicious URL when you hover the mouse over the link.

These are some tell-tale signs that this might be a phishing email.

There are several examples of phishing emails on the Internet that describe what to
look for, so you can develop the sense of discernment that will soon become an
effortless habit.



Phishing Link Checker

<€ EASYDMARC

Home / Tools / Phishing Link Checker

Phishing Link Checker & GetAPIkey

Enter a full URL or email content with links to check if it's safe before you visit. Our Al-powered, phishing link checker gives real-
time results.

P

If you get a message or email that looks suspicious but you can’t quite tell, there's a
tool on the Internet that you can simply paste the entire text of the email into, and
it will tell you if there is anything fishy going on.

It will scan the URLs in the email body and show “suspicious” if it's not a legitimate
email.



* Quishing (QR code phishing) attacks typically involve
social engineering to trick users into scanning a malicious
QR code that redirects them to a fraudulent website or
triggers a malware download
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In recent years, QR codes (short for Quick Response), like the one shown here have
become commonplace. They're like barcodes but pack more information into the
square and are completely unreadable by humans. This makes it hard to ascertain
what URL it is actually pointing to. They can be convenient if you know the source,
like when you are in a restaurant and there’s a QR code as an option to pay the bill.
It's easy to scan it with your smartphone and it brings up the payment website or
app, so you can make a quick payment. No need to type in a web address into the
browser. So, by all means, scan a QR code if you trust the source and the
placement.

On the other hand, if you see a QR code on the street or on a storefront facing the
street, be aware that anyone could have posted it there. Scanning such a QR code
with your phone could take you directly to a malicious website.




Quishing - How it Works

Quishing in a nutshell:

/&

A (R code containing a The QR code is embedded The QR code is scanned Criminals gain access to
link to a malicious website in an email. by the victim. The victim the victim's device or
or a file infected with downloads a malicious file credentials.

malware is created. or enters login credentials.

QR codes can be embedded in an email or sent via text message. They can be
displayed on flyers and advertisements. They can be posted on restaurant
windows asking for reviews. They're often used for electronic tickets to events and
on airline boarding passes. Since they're more convenient than paper tickets and
all it takes to scan one is a smartphone with a camera, which everyone has these
days, it's easy to get used to them and let our guard down.

When we enter what I call the “cybersafe mindset”, we become aware of the
circumstances, the time and place we're at, and the source of the QR code. Before
we scan one, we stay alert to the possibility that it might take us directly to a
malicious webpage where a malware file is asked to be downloaded to our device.

It's an unfortunate trade-off in the world of technology that more convenience
generally means a higher risk of exposure to security threats. However, with a little
practice and care, we can have the convenience while still being alert to the risks.



Quishing - Parking Meter Scam
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Pay with a parking app

One of the places the QR code makes its appearance is on parking meters. Compared
to installing a cash and coin payment machine, it costs less for the parking
company or the local government to direct customers to an online portal where
payments can be made with a credit card. It's also more convenient for the
customer but therein lies the risk.

This is a true story. It has happened many times in many places.



Quishing - Parking Meter Scam

The customer scans the QR code and is taken to a payment website that looks
authentic. The payment is made but upon return to the car, a parking ticket is
found on the windshield. The company never received the payment because the
customer ended up being scammed. A scammer stuck a different QR code pointing
to a fake website on top of the original QR code. It's extremely hard to tell that a
fake QR code is stuck on top of the real one unless one looks closely.

Now, the scammer not only has the customer’s money but also the credit card
details.

It's best not to scan any QR code that might have been tampered with. That'’s
essentially any QR code in a public place, or on a flyer in your mailbox.



Distress Scams

* High-pressure hurried situations where a loved one is in
distress (accident, arrest etc.) and needs money
immediately

- While urgency is a factor in most scams, it’s central to this type
* Lately powered by Al voice cloning

- Afew seconds of a voice sample is enough to create realistic pleas
for help which are then played over the phone to create a state of
emergency

ﬂ

Distress scams are on the rise. They catch us by surprise and spur us into rescue
mode because we're told that someone in our family, a niece or a grandson, is in
an emergency. The emergency could be anything, an auto accident that required a
niece to be rushed to the ER and now requires immediate surgery, or a grandson
who was arrested and needs bail money right away.

To make it all convincing, it is your niece or grandson on the phone asking for help.
Or is it? With the help of Al, scammers have been getting good at cloning the voice
of everyday people to enable these scams.

Research has shown that as few as 10 seconds of someone’s voice is enough to feed
to an AI model, and then prompt it to create any arbitrary speech in that voice. I
have seen recommendations to remove our voicemail greetings where we say our
name and leave a short message for the caller. Those few seconds of our voice are
apparently enough to fool our friends and relatives into believing it's us in distress.



How to Protect Yourself and Loved Ones

* Be suspicious of the apparent urgency
* Hang up and call the number of the loved one

* Agree upon a safe word or phrase which only your family
members know

* Consult a friend or another family member before acting
* Don’t engage in dialog - AI can be very convincing

* Never send money or crypto

ﬂ

How to protect yourself and loved ones from distress scams:

If the matter is urgent, it's a reason to be suspicious. Urgency is a feature of most
scams but is the defining feature of a distress scam.

Hang up and call the loved one yourself from your own phone, and if you can’t reach
them, ask around and investigate. Share the “news"” with family and check if it
could be true.

Agree upon a safe word that only you and your family members know. If you get a
distress call, ask for the safe word. An Al on the other end wouldn't know the
answer.

Do not continue engaging with the caller. Resist the temptation to test the AI yourself
even if you suspect it, because Al models these days can very convincingly hold a
conversation like any other human being.

Never send any money, especially crypto currency. If you're asked to deposit cash into
a Bitcoin ATM at the local convenience store, be very suspicious.



Romance/Confidence Scams

* Scammers exploit loneliness to build trust over time before
extracting money or personal data

- Long-term interaction over months/years before a request for funds

* Because of the personal bond created, victims lose more
than in phishing or ransomware scams

* Al being increasingly used to create fake profiles and even
hold conversations

- Typically begin on social media websites like Facebook or dating apps

ﬂ

Romance scams have increased in number in the age of social media. It's easy to
create a fake profile, upload a fake photo, and pose as the perfect partner.
Scammers exploit loneliness and slowly build trust over time, typically weeks and
months, before making a request for money. Meanwhile, they collect lots of
information in casual conversation. This information can be leveraged for future
scams, or sold to other scammers on the dark web.

Even though it takes more time, the scammer gets a larger payout from this type of
scam, because the victim trusts the scammer and suppresses any doubts that arise
in their mind as to whether they are being taken for a ride. Victims also tend to
discount any warnings that friends and family give them.

Scammers are even learning to use Al to carry on conversations on their behalf. They
may step in from time to time and keep the dialog going, while they manage
multiple “clients” at the same time. There is a video on this topic in the Resources
section of the website lakelandcybersafe.org



Romance/Confidence Scams

* Tell-tale sign: they always have an excuse for why they
can't meet in person or can’t even do a video call

- Overseas working in the army or a very busy business executive

* A too-good to believe investment opportunity in
cryptocurrency or an emergency eventually shows up

* Many of these scams go unreported to friends/authorities
because of the shame involved on the part of victims

- Atrusted friend can help discern if the “relationship” is legitimate

One tell-tale sign of a romance scam: the scammer always seems to have an excuse
why an in-person meeting can't happen just yet. They may claim to be overseas
serving in the military, or just busy with their business.

After some time spent building a romantic long-distance relationship, inevitably, an
emergency or another reason pops up, requiring immediate funds, and “would
you help them out"? Or it is a really good company they have been working to
build, and you're invited to invest for quick high returns.

Thus a romance scam morphs into a cryptocurrency scam. Note that, ultimately, the
scammer is after money, while the nature of the scam itself varies and changes.

A romance scam victim suffers from immense shame and avoids reporting to
authorities, or even sharing with friends and family. Shame suffered by scam
victims and the concealment of the scams often leads to under-reporting of actual
losses during investigations by authorities. It is an understandable human trait.



Investment and Crypto Scams

* High-pressure schemes promising guaranteed returns or
exploiting lack of technical oversight

- “Special offer valid only until midnight tonight”
* May initially start with a romance scam

* Ponzi schemes that take advantage of the anonymity
offered by the Internet and social media websites

- Often involves Bitcoin, real estate or startup stocks

ﬂ

Investment and cryptocurrency scams.

The ability to email and text people en-mass has made the age-old investment scams
cheaper and more effective to carry out.

It takes pennies to send out a slick marketing email advertising a new investment
opportunity. It could be real estate, a bitcoin startup, or a new way to invest in high
growth stocks.

Investment scams may stand on their own or start off by building trust via a romance
scam.

They typically start on social media, or arrive in your email inbox, and might point to
a slick marketing website that displays a countdown to the end of the current
round of investment, creating that sense of urgency.

Fake 5-star reviews and endorsements by celebrities are sometimes part of the
“fundraising” operation.



Anonymity on the Internet

An “On the
Internet Internet,
meme nobody
f knows
rom you're a
1993 dog’”

“On the Internet, nobody knows _yau're a dag. i

This is a meme from 1993, a time before the Internet became popular. The caption
reads, “On the internet, nobody knows you're a dog”.

It captures the essential principle of anonymity that the electronic medium of
Internet offers, something the scammer takes advantage of while looking for any
and all information about us.

Scammers use various techniques to hide their true identity and location. They use
burner phones and virtual phone numbers that are difficult to trace while insisting
that they are located in an American city. There are numerous videos of real scam
calls on YouTube and I recommend watching a few of them to get an idea of how
they work.



Anonymity on the Internet

Now, the Bottom-
dog has | Iine:
leagme g Careful
a-—4& who you
to use Al = 3 trust on the

Internet!

A more recent version of the meme has the same caption but a different dog.

This dog has learned to use Al!
I don't have anything against dogs. I like dogs. But scammers, not so much!



* Hacking - when someone breaks into our email, online
accounts, computer or phone

* Ransomware - when someone breaks in and holds our
data hostage and demands payment in return for release

* Typo-squatting - reserving lookalike domain names
* Brushing - sending unsolicited packages with QR codes

* Card skimming - surreptitiously reading chip cards

ﬂ

Some other types of scams I will quickly go over.

Hacking - this is when someone specifically targets a victim, as opposed to casting a
wide net and waiting for victims to bite. A hacker picks a target and goes after
them to defraud them by breaking into their devices or online accounts, generally
keeping the victim completely in the dark.

Ransomware - this affects companies and governments more than individuals, but
can happen to anyone. A hacker locks up all the data and systems that the
company relies on for daily operation, rendering them unusable, and demands a
ransom to unlock them.

Typo-squatting - we get into this in the next slide.

Brushing - when we get an empty package in the mail that has nothing but a QR
code in it and we scan it out of curiosity and get taken to a scam website.

Card-skimming - when a scanner is used to read the information in our credit cards.



Typo-Squatting

4 Ways To Avoid

5 Common Typosquatting Variations [pesauatingScams
Type Carefully, O
and Double-Check ( hips uwwbmm
©) ©) ©) URLS Before Clicking ®
it ‘) ite.net
® ® ®
Common Including www Different Domain hitps:/fwwwyourbank.com Look for the Lock
Misspellings in the URL Suffixes @
© ©) Linlagri‘r;!l.(l::sc:h?;led =
il Messages
- o
® ®
Adding an “S” Adding Hyphens

Delete Suspicious
\"” Messages Immediately

Typo-squatting is a little different from lookalike URLs, which we discussed earlier.

A lookalike URL is what we get in an email or text and we click on it and it leads us to a
scam website.

But sometimes we might make a mistake while typing in a URL into the browser and
end up on a fake website that looks like the real one. In this case, a scammer has
intentionally created the website with a typo in it, knowing enough number of
people will make the typo and end up on their site.

Sometimes, a legitimate website ends in .org or .net but a scammer might acquire the
same website ending in .com, knowing enough people will type in .com trying to
reach that website.

Big companies typically register multiple domain names that are adjacent to their
actual domain names to prevent typo-squatters from getting their customers’ traffic
but we have to be on our own guard and double-check what we type in.



Brushing Scam

UNITED STATES POSTAL
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What could be better than opening the mailbox or the front door and finding an unexpected package? We all love surprises
and gifts, but when these seemingly harmless free items come from a company or retailer, they may come with a higher cost than
you realize. Oftentimes, this kind of unsolicited merchandise is part of a larger brushing scam, which is illegal in the U.S. and many
other countries.

Brushing scams are a relatively new trend. Here’s an article on it from the US Postal
Inspection Service.

They take advantage of the basic sense of curiosity that's part of human nature.

Mysterious packages are sent out to hundreds or thousands of people. The scammer
already has our names and addresses. We certainly didn’t order anything recently, so
we open it with curiosity, but there’s nothing in it but a paper slip with a QR code on
it. If we scan it, we are immediately taken to the scammer’s website, which might be
a source of malware or might present a phishing attack. The scammer can also
customize the QR code in such a way that they know exactly who among the people
they sent the packages to is now scanning it and visiting their site. In addition to our
name and address, they now have our IP address, browser and other information.

Also, when the USPS delivers a package, the sender also comes to know that the
address is current and valid. This verified address fetches a higher price when sold
on the dark web to other scammers.



Card Skimming - ATM Swipe

You may have seen this in the local news or in a crime investigation report.

Scammers install their own card reader on top of the original card reader in a gas
station, on an ATM, or inside a convenience store. The more sophisticated ones are
hard to detect and send all the details of the cards being scanned to the scammer
via a radio link in real-time.

This type of fraud has been around and isn't related to computers and the Internet,
but I include it in this cybersafety presentation, because it's a good example of the
necessity of being aware of how we use our conveniences. Cards are more
convenient than cash but they also present certain risks that we need to be aware
of. There's a video on this topic on the Resources page of the website

lakelandcybersafe.org



Card Skimming - Contactless Chip
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The newer cards with chips in them instead of magnetic strips are also susceptible to
scanners stealing information off of them. These cards use a technology called
RFID (short for Radio Frequency ID), which sends out information stored on them
when activated by a radio signal. When you tap a chip card at the grocery
checkout, that's what's happening. A small radio frequency activates the chip and a
payment is made.

Unfortunately, a scammer can bring a portable scanner close enough to a chip card
and swipe the information off of it.

Proximity cards like the ones employees use to enter their office buildings work on
the same principle of RFID, and can be scanned and duplicated.



Card Skimming Prevention

To prevent such theft, you can place your chip cards in a sleeve like the one shown
here. There are also RFID wallets that block RFID scanners from activating the
cards stored in them.

We saw so many different types of scams. Is there a way to make sense of them all? Are
there certain common elements or patterns among them? Or do we need to
remember the intricacies of each type of scam to protect ourselves from each of
them? What about newly emerging scams, and those that will be invented in the
future?

Thankfully, the knowledge we already have can be distilled into just a few important
points that will help us protect ourselves from current and future scams.



Cyber-scam Life-cycle
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I came up with this diagram to capture these few important points that we need to keep in mind.

On the left are the websites and services we use on a daily basis, bank accounts we log in into, email accounts we check, basically
any and all online accounts we have. We are on the right, the person in front of the computer. In the center of the diagram is the
scamming industry. They have already hacked into some of the companies on the left and stolen our information. Over the last
25 years, numerous data breaches have occurred where hackers broke into corporate databases, and copied the personal
private information belonging to millions of people. That information is out there for sale on the dark web, shown in the
diagram as the filing cabinet. The data breaches that have already happened are marked by the number 1 in the red circle. So
we should take it for granted that our information is out there for scammers to use against us. They can and do use this
information to target us further. In order to do this they create fake websites that look like the real websites of the companies
we have online accounts with, shown to the right of the filing cabinet. The scammer’s goal is to somehow get us to go to these
fake websites, or perhaps give up our account username and password over the phone so they can profit off of it, either directly
by stealing money from our accounts, or by selling the information to other scammers. To this end, they send us phishing
emails or call us on the phone. This is marked by the number 2 in the yellow circle. 1 has already happened while 2 is happening
now. Everyday. And it will happen tomorrow and every day in the future. Our job is to identify these attempted contacts by
scammers, stop engaging with them and avoid doing what is marked as 3 in the green circle, with a red cross below it. We don't
want to visit the fake sites nor believe the caller on the phone is a true representative of our bank or utility company. What we
want to do instead is number 4 marked in the green circle with a green check-mark next to it. We want to use a VPN which we
will talk about in a minute and go directly to the real websites and if we need help, call the real customer service agents at these
companies. Our mantra is: Don't call me, I'll call you. Because of spoofing, we can't trust the caller is who he says he is. Hang up
and call the customer service number on the website of the company.

If it helps, print out the diagram and stick it on a wall until it becomes a habit for you to question incoming attempts to contact you
whether it is over the phone, email or text.



The Big Picture

' Dark Web
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There are a couple more things we can do to protect ourselves from cyber-scams.
These are about strengthening the security settings on our own devices, so we can
be confident that we're protected. With this confidence, we're less likely to believe a
pop-up declaring we have a virus on our computer, or a scammer on the phone
trying to convince us we're somehow in trouble. We go back to our big picture

diagram and look at our computer to see what we can do to protect it.
This is marked by the red arrow at the top left of the diagram.




Computer/Laptop Security

Computer and laptop security.

Desktop computers and laptop computers are similar to each other while
smartphones have a few commonalities with computers but are different in
some respects.

In this presentation, we go over computers and mention smartphones where
they are similar, but in the next presentation, presentation 201, we cover
smartphone security more in-depth.



Computer - Components

* Firewall (Ex: Windows Defender, if you use Windows)
- Blocks malicious Internet traffic from reaching into your computer
* Anti-malware program (MalwareBytes, BitDefender, etc.)

- Detects and deletes any viruses, malware, spyware, adware
* VPN

- Creates a secure pathway between your computer and the Internet

ﬂ

There are three main components here and we will go over each in the next
few slides.

We have the firewall.

Then we discuss anti-malware software that we can install on our computer.

And I introduce Virtual Private Networks (VPNSs)



Computer - Components

* Firewall (Ex: Windows Defender, if you use Windows)
- Blocks malicious Internet traffic from reaching into your computer
* Anti-malware program (MalwareBytes, BitDefender, etc.)
- Detects and deletes any viruses, malware, spyware, adware
* VPN

- Creates a secure pathway between your computer and the Internet

ﬂ

What's a firewall? Think of it as a barrier, a wall or fence that keeps unwanted things
from coming inside your home. A firewall blocks incoming traffic from the world
“wild” web from entering your computer. We can define rules on exactly what kind
of traffic from what sources we want to block, or we can simply block all incoming
traffic, which is the default setting when a firewall is enabled.

Essentially, all we need to make sure is that we have a firewall installed on our
computer, and that it is turned on and enabled at all times, even when we're not
using the computer.



Microsoft Windows - Security Center

If you use Windows, it comes with a firewall installed straight from Microsoft
and it's good enough for our purposes. All we need to make sure is that it is
enabled.

To do this, we go to the Security Center and look for “Firewall and Network
Protection” and make sure there's a green check-mark on it. If it's not
enabled, there should be a button that says “turn on”. Just click on it and the
check-mark should appear.



Mac OS - Firewall

* macOs includes a built-in application firewall that blocks
unauthorized incoming connections, but it is disabled by default to
prevent compatibility issues with services that don't listen on
public internet ports. Enabling it adds a critical layer of security by
preventing hackers from exploiting open ports or unprotected
services, especially on public Wi-Fi

* To turn on the firewall:

~ Open System Settings and select Network.
~ Click Firewall and toggle the switch to On.

~ Click Options to configure advanced settings, such as Stealth Mode (hides your
Mac from network scans) or allowing specific apps to receive incoming

connections.

On a Mac, the firewall is installed but disabled by default.
To turn it on, open “System Settings” and select Network. Click “Firewall” and

toggle the switch to On.
On smartphones, firewall technology is directly built into the system so we

don’t need to do anything to turn it on.



Computer - Components

* Firewall (Ex: Windows Defender, if you use Windows)
- Blocks malicious Internet traffic from reaching into your computer
* Anti-malware program (MalwareBytes, BitDefender, etc.)

- Detects and deletes any viruses, malware, spyware, adware
* VPN

- Creates a secure pathway between your computer and the Internet

ﬂ

For our purposes, the terms malware, viruses, worms, spyware, trojans,
adware, all mean the same thing. It's any unwanted piece of software that is
running on our computer, whether it was installed without our knowledge
by someone else, or we downloaded it ourselves not knowing it's bad for us.

Malware can do all sorts of things. They can record every keystroke, every
website we visit, the passwords we enter there, and send all of it to a
scammer sitting on the other side of the world. They can also turn off
security features like firewalls and anti-virus programs, making our
computers more vulnerable to more malware. Malware can show fake error
messages, or crash our computers, and then ask us to call a number to fix
it. Malware can display spurious messages asking us to download programs

that will clean our computers, which if we do, is basically akin to opening a
backdoor for more malware.



Operating System - Security Center

Windows comes with a built-in anti-virus program called Windows Defender
that we just need to enable. Again, we go to the Security Center, and make
sure there is a green check-mark on “Virus and threat protection”. In
general, all the items in the Security Center should have a green check-
mark.

Back in the day, Microsoft didn’t include any anti-virus with Windows and we
needed to purchase our own from companies like McAfee, but now
Windows Defender comes installed and enabled by default. We just want to
double-check that it's always on.



Mac OS - Anti-Malware

* While macOS includes built-in security features like
Gatekeeper and App Review, they lack real-time malware
scanning and advanced ransomware protection, making
third-party antivirus software advisable for full safety

= Macworld MAC IPHONE IPAD APPLEWATCH AIRPODS VISIONFPRO MOR

At a glance

9 Best antivirus for Mac users Best Price Today
' Intego ONE $29.99
See why we picked it at Intego (annual)

On Macs, the features that come from Apple are not comprehensive so it's advised
that Mac users install a third-party anti-virus program.



Anti-Virus / Anti-Malware Software
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PCMag editors select and review products independently. If you buy through affiliate links, we may earn commissions, which help support our testing.

Home > BestProducts > Security > Antivirus

The Best Malware Removal and Protection

Software for 2026

We've tested more than 100 anti-malware apps to help you find the best malware protection and
removal software for all your devices.

OUR EXPERT
LOOK INSIDE PC LABS

Principal Writer, Security against real-world threats to help you find the best protection. 65 LI[I

%, Neil J. Rubenking Neil has covered cybersecurity for decades, testing the latest security apps
<
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Edited By: Alan Henry  Updated April6,2026 g

There are several good independent review sites online that compare some of the
leading anti-malware programs and rank them. Here's one such review from PC
World. Take a look at the comparison, prices and other factors and based on your
needs, pick one to try or buy.

When you install an anti-malware program, Windows will recognize the new program
and use it for anti-malware protection in place of Windows Defender.



Anti-Virus / Anti-Malware Software

Tech > Anfivirus > Services & Software

Best Antivirus 2026: A Tight Race, but Two Providers Lead the ad
Pack

From premium companies like Bitdefender and Malwarebytes to budget tools like AVG, I've tested the most popular
antivirus tools -- and found great options for keeping your devices safe.

UUR EXPERTS Our devices contain important files for our careers, hobbies and personal connections. CNET's latest
. ) antivirus survey shows that over half (54%) of laptop owners have encountered potential malware on their
C} PR Vritten by Dianna Gunn - ‘
[ ) \. | Written by Clifford Colby personal laptop over the past 12 months. The best antivirus tools protect you by scanning files before you
4 Written by Attila Tomaschek download them, as well as detecting potential threats already on your devices. While built-in antivirus
- Article updated on April 16, 2026 at 5:35 PM PDT protection on Windows and Mac computers can be solid, third-party antivirus options may give you nifty

security benefits, like parental controls, scam detection and identity monitoring services. | retested our top
antivirus picks in 2026 to assess their protection, performance and value to help you find the best

\WHY YOU CAN TRUST CNET antivirus for your needs.

Here's another review site called CNET, which is a leading computer industry
publication

Smartphones could also use anti-malware programs because some of the apps we
install tend to be malware. Anti-malware programs on smartphones scan all the
installed apps and alert us if something looks suspicious.

Typically, when you buy one of these, multiple devices are included in the
subscription package but make sure to double-check based on your needs. Also,
there are savings if you buy a family plan that covers everyone and all their

devices.



Computer - Components

* Firewall (Ex: Windows Defender, if you use Windows)
- Blocks malicious Internet traffic from reaching into your computer
* Anti-malware program (MalwareBytes, BitDefender, etc.)

- Detects and deletes any viruses, malware, spyware, adware
* VPN

- Creates a secure pathway between your computer and the Internet
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The third component to secure your computer, and for that matter, your
smartphone too, is a piece of software called a Virtual Private Network, or
VPN for short.

It may sound technical but it's really easy to install and operate.



The Big Picture
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When we look at the big picture, so far, we talked about the Internet on the left, and
our devices on the right, but haven't said anything about how the devices connect
to the Internet, the pathways the traffic follows between the source and the
destination.

These pathways are pointed to by the red arrows in the picture.

A VPN does two things. One is it secures these pathways. Traffic between your
computer and your bank, for example, is encrypted and not visible to anyone
watching the network. Who could be watching and what could they do with this
information? If you're in an airport or a coffee shop connected to the Wi-Fi they
provide, it could be anyone else connected to the same Wi-Fi who could be
snooping in. Or it could be the company that provides our home internet service,
or our cell phone company. They could sell our information to the highest bidder. A
VPN garbles the traffic so no one but us and the bank or the email service we use
can read it. Our traffic remains secure.




VPN (Virtual Private Network)

* Virtual Private Networks (VPNs) create a secure
connection by establishing an encrypted tunnel between
your device and a remote server, masking your IP address
and protecting data from interception on public networks

* Many VPN Providers also include anti-phishing and ad-
blocking features

* Proton, Mullvad, NordVPN are some of the better ones

* Typically cost $40 to $80 an year

The second feature a VPN provides is increased privacy. Imagine giving out your home
address every time you visit a store or a restaurant. There's no reason to. That information
could be misused by a store employee or someone who happens to overhear you.

But on the Internet, we have to provide a return address so we get a reply back to whatever it
is we want to do - say, make a bank transaction. A VPN provides us with the equivalent of a
PO Box, so when we mail a postcard, we mention the PO Box number as the return
address, instead of our home address. The reply is sent to our PO Box and our home
address remains private. The bank already knows our address, but none of the many other
sites we visit to check the news or the weather need to know our home address. So a VPN
preserves our privacy and also improves security. Increased privacy is improved security.

Most VPNs also provide additional features like anti-phishing and ad-filtering. Some also
warn about sites with known malware on them. They cost $40 to $80 for an yearly
subscription and are worth it the benefits they provide. Family plans cover everyone and
multiple devices and computers.

Some good VPN providers are Mullvad, NordVPN and Proton VPN.



The “Cybersafe Mindset”

* It's a process and a journey - not a one-and-done

* Rapid technological development = evolving threat
landscape

* Yet, it has more to do with human psychology than
technology

* Always remember it could be a scammer on the other end

* Entering and staying in the “cybersafe mindset”

We're almost done with the presentation. I want to talk briefly about what I
call the “cybersafe mindset”. We have to understand that cybersafety is a
process and a journey, not a one-and-done deal. It's a methodical marathon
rather than a single sprint. It's about slowly getting into certain good habits
and making them second nature, like defensive driving.

No matter how much technology changes on us, no matter how much Al
advances, it ultimately comes down to human psychology that tends to be
the weak link that scammers are looking to exploit. Developing good habits
like keeping our devices updated and secure, realizing and accepting the
fact that our names and email addresses are already out there, learning
about common pitfalls and traps and staying alert and skeptical, all help us
stay safe.

Always remember, it could be a dog on the other end of the phone line!



Online Tools and Resources

* Check out these websites

- lakelandcybersafe.org

- securethevillage.org/cybersecurity-101-individuals
* Government websites

- opseniorshieldfl.com (Florida website for seniors, sign up for alerts)
- secureflorida.org (many resources for individuals and families)

- polksheriff.org/news-investigations/scam-reporting

ﬂ

The website where you can find all the slides shown in this presentation is
LakelandCybersafe.org (one word, no space or hyphen. And it's .org
not .com) There are dozens of articles and videos in the Resources page
there.

Some other good resources online are securethevillage.org where there's a
section for individuals.

There are many government websites that have lots of good advice. If you're a
senior, sign up for the newsletter at Operation Senior Shield which is a
program run by the Florida state government.

There is secureflorida.org with a ton of information for individuals and
families to stay safe online.

The Polk County sheriff's office has some resources as well on their website.



Preview of Presentation 201

* Privacy and how it relates to security

* Browsers and other apps on your computer and phone
* IP addresses and deep-dive into VPNs

* Computer operating system updates

* Smartphone privacy and security

* Smart TV privacy and security

* Introduction to Wi-Fi router security

This is an outline of what we go over in the next presentation, presentation
201.

Privacy and its relationship to security

Browsers and other apps on your devices, and how some browsers can be
better than others in terms of privacy and security.

We dig more into VPNs and how they work. And why it is a good idea to mask
our IP address.

We see how to keep our devices and computers up-to-date.

And how to improve privacy and security on our smartphones.

We learn how our smart TVs spy on us and how to prevent it.

Finally, we end with an introduction to routers and Wi-Fi security.



Thank you for taking the time to be here.

If you're new to much of this content, I hope you feel inspired to take the next
steps to begin your personal journey on the road to having a strong online
security posture.

If you're already familiar with many of the things we discussed in this
presentation, consider attending the next one where it gets a little technical
but still remains in the category of “essential things to know” as you
enhance your knowledge and understanding.

Thank you, again!



