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Presentations – Focus Areas

● Total 4 presentations (101 and 102 are basic, for everyone)
– Presentation 101 – Easy steps for the most protection
– Presentation 102 – Various kinds of scams, malware
– Presentation 201 – A little technical (VPNs, privacy)
– Presentation 301 – A little more technical (Routers, IoT)

● All presentations are online at LakelandCybersafe.org
● Links to articles and more resources on the website
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Presentation 102 – Outline

● Understanding various forms of scams and attacks – 
phishing, impersonation, malware, hacking

● Privacy and security settings on your devices
● Introduction to Virtual Private Networks (VPNs)
● Entering and staying in the “cybersafe mindset”
● Online tools and resources
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Questions?

● Please feel free to interrupt at 
any time to ask questions!

● It’s not a lecture. Let’s make it 
lively and interactive!

● I’ll be around after the 
presentation for more 
questions
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A Typical Call Center(?)
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Cyber Scams

● Cyber scams are deceptive schemes that use one or more of these 
communication channels
– Phone/Voice, Email/Text, Social Media,    or  Websites and other electronic means

● to steal one or more of
– Private information, Account access, or Money

● They generally exploit human psychology (social engineering) or technical 
vulnerabilities
– They come in many shapes and varieties
– Some are easier to spot than others
– Don’t include other cyber menaces like cyber-bullying or relationships with AI models
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Fraud Reports by Contact Method
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Some Common Types of Scams

● Tech Support Scam: Scammers pose as customer service or IT experts, 
claiming they can help you with account issues or malware removal

● Phishing and Identity Theft: Unsolicited messages trick victims into revealing 
Social Security numbers, bank details, or login credentials

● Distress Scams: High-pressure hurried situations where a loved one is in 
distress (accident, arrest etc.) and needs money immediately

● Romance/Confidence Scams: Exploiting loneliness to build trust before 
extracting money or personal data

● Investment and Crypto Scams: High-pressure schemes promising guaranteed 
returns or exploiting lack of technical oversight

●
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Tech Support Scams

● Scammers pose as customer service or tech support personnel 
and trick the victim into revealing their login credentials or 
install remote-access software
– May use “spoofing” to appear legitimate (caller ID, sender email 

address)
– Commonly target seniors and others who are not computer savvy
– Sometimes impersonate large technology companies or even federal 

authorities like the FBI and the IRS
– Attempt to gain access to our computer by having us install remote-

access software like RustDesk, AnyDesk and TeamViewer
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Caller ID Spoofing
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Remote-Access Software

● Legitimate software programs used by individuals and 
companies that allow...
– Employees to login into their work computers from home or a 

remote location
– Legitimate tech support personnel (or a trusted friend) to access 

our computer to help us troubleshoot problems
– Full access to our computer or phone (what they see is what we 

see) including control of mouse and keyboard
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Remote-Access Software Warning
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Remote-Access Software Warning
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How to Avoid Tech Support Scams

● Never engage with unsolicited contacts
– Legitimate tech companies like Microsoft don’t make unsolicited calls or 

send emails claiming your computer has problems
● If you see a pop-up warning on your computer or phone, do not 

call any displayed phone number or click any links
– Take a picture or screenshot and restart your computer or phone 

immediately
● Install anti-virus software and keep it updated
● Never install remote-access software nor let anyone control 

your computer even if they claim your computer is infected
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Phishing and its Siblings

● Scammers impersonate trusted entities to steal login 
credentials and private information or install malware
– Phishing: Deceptive emails directing victims to fake websites or 

malicious attachments
– Smishing: Phishing conducted via text messages (SMS)
– Vishing: Voice phishing using phone calls or voice messages to 

extract sensitive personal information
– Quishing: Scams using QR codes to redirect users to malicious sites 

or trigger unwanted actions on devices
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Phishing – Example 1
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Phishing – Example 2

www.rnicrosoft.com
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Phishing – Lookalike URLs

www.rnicrosoft.com

www.LjnkedIN.com

www.PayPaI.com

www.PayPa1.com

www.G00GLE.com

www.gooogle.com

www.google.myscamsite.com
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Phishing – Lookalike URLs – What Looks Suspicious?
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Phishing – Lookalike URLs
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How to Recognize a Phishing Email

● Generic greetings: Because scammers often target a broad set of victims at one time, they often use generic 
greetings like "Dear customer," or they may even skip the greeting altogether

● Grammatical errors: Phishing emails often contain grammatical errors, misspellings, odd capitalization, and 
unnatural phrasing. While typos happen, legitimate business emails shouldn’t have these mistakes

● Low-resolution logos or images: Scammers often use copied logos to appear legitimate, but low-quality, blurry, or 
improperly sized logos are red flags. Be cautious if a logo looks fuzzy, pixelated, stretched, or requires close 
inspection to see it clearly

● Suspicious sender email addresses: Look closely at the sender's email address. Phishers might create addresses that 
look similar to a real company, but with a minor typo or extra character. For example, “appel.com” instead of 
“apple.com.”

● Strange URLs: Legitimate companies use clear URLs while phishing emails often link to suspicious ones. Hover your 
mouse over the link to see the URL before you click it

● Requests for personal information: Legitimate companies won't ask for sensitive information like passwords or 
Social Security numbers through email. If an email tells you to verify your account by clicking a link and entering 
your login details, it's likely a phishing attempt
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How to Recognize a Phishing Email - Example
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Phishing Link Checker
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Quishing

● Quishing (QR code phishing) attacks typically involve 
social engineering to trick users into scanning a malicious 
QR code that redirects them to a fraudulent website or 
triggers a malware download
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Quishing – How it Works
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Quishing – Parking Meter Scam
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Quishing – Parking Meter Scam



31

Distress Scams

● High-pressure hurried situations where a loved one is in 
distress (accident, arrest etc.) and needs money 
immediately
– While urgency is a factor in most scams, it’s central to this type

● Lately powered by AI voice cloning
– A few seconds of a voice sample is enough to create realistic pleas 

for help which are then played over the phone to create a state of 
emergency
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How to Protect Yourself and Loved Ones

● Be suspicious of the apparent urgency
● Hang up and call the number of the loved one
● Agree upon a safe word or phrase which only your family 

members know
● Consult a friend or another family member before acting 
● Don’t engage in dialog – AI can be very convincing
● Never send money or crypto
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Romance/Confidence Scams

● Scammers exploit loneliness to build trust over time before 
extracting money or personal data
– Long-term interaction over months/years before a request for funds

● Because of the personal bond created, victims lose more 
than in phishing or ransomware scams

● AI being increasingly used to create fake profiles and even 
hold conversations
– Typically begin on social media websites like Facebook or dating apps
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Romance/Confidence Scams

● Tell-tale sign: they always have an excuse for why they 
can’t meet in person or can’t even do a video call
– Overseas working in the army or a very busy business executive

● A too-good to believe investment opportunity in 
cryptocurrency or an emergency eventually shows up

● Many of these scams go unreported to friends/authorities 
because of the shame involved on the part of victims
– A trusted friend can help discern if the “relationship” is legitimate
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Investment and Crypto Scams

● High-pressure schemes promising guaranteed returns or 
exploiting lack of technical oversight
– “Special offer valid only until midnight tonight”

● May initially start with a romance scam
● Ponzi schemes that take advantage of the anonymity 

offered by the Internet and social media websites
– Often involves Bitcoin, real estate or startup stocks
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Anonymity on the Internet

An 
Internet 
meme 
from 
1993

“On the 
Internet, 
nobody 
knows 
you’re a 
dog”
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Anonymity on the Internet

Now, the 
dog has 
learned 
to use AI

Bottom-
line: 
Careful 
who you 
trust on the 
Internet!
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Other Scams

● Hacking – when someone breaks into our email, online 
accounts, computer or phone

● Ransomware – when someone breaks in and holds our 
data hostage and demands payment in return for release

● Typo-squatting – reserving lookalike domain names
● Brushing – sending unsolicited packages with QR codes
● Card skimming – surreptitiously reading chip cards
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Typo-Squatting
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Brushing Scam
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Card Skimming – ATM Swipe
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Card Skimming – Contactless Chip
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Card Skimming Prevention
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Cyber-scam Life-cycle

Real Websites
Fake WebsitesOur Private    

     Data

Data 
Breach

1 2

3

                    VPN 4

Red – already happened, not in our 
control
Yellow – happening every day, 
partly in our control
Green – now and in future, 
completely in our control

1

2

3
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The Big Picture
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Computer/Laptop Security
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Computer - Components

● Firewall (Ex: Windows Defender, if you use Windows)
– Blocks malicious Internet traffic from reaching into your computer

● Anti-malware program (MalwareBytes, BitDefender, etc.)
– Detects and deletes any viruses, malware, spyware, adware

● VPN
– Creates a secure pathway between your computer and the Internet



48

Computer - Components

● Firewall (Ex: Windows Defender, if you use Windows)
– Blocks malicious Internet traffic from reaching into your computer

● Anti-malware program (MalwareBytes, BitDefender, etc.)
– Detects and deletes any viruses, malware, spyware, adware

● VPN
– Creates a secure pathway between your computer and the Internet
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Microsoft Windows - Security Center
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Mac OS - Firewall

● macOS includes a built-in application firewall that blocks 
unauthorized incoming connections, but it is disabled by default to 
prevent compatibility issues with services that don't listen on 
public internet ports.  Enabling it adds a critical layer of security by 
preventing hackers from exploiting open ports or unprotected 
services, especially on public Wi-Fi

● To turn on the firewall:
– Open System Settings and select Network. 
– Click Firewall and toggle the switch to On. 
– Click Options to configure advanced settings, such as Stealth Mode (hides your 

Mac from network scans) or allowing specific apps to receive incoming 
connections.
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Computer - Components

● Firewall (Ex: Windows Defender, if you use Windows)
– Blocks malicious Internet traffic from reaching into your computer

● Anti-malware program (MalwareBytes, BitDefender, etc.)
– Detects and deletes any viruses, malware, spyware, adware

● VPN
– Creates a secure pathway between your computer and the Internet
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Operating System - Security Center
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Mac OS - Anti-Malware

● While macOS includes built-in security features like 
Gatekeeper and App Review, they lack real-time malware 
scanning and advanced ransomware protection, making 
third-party antivirus software advisable for full safety

●
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Anti-Virus / Anti-Malware Software
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Anti-Virus / Anti-Malware Software
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Computer - Components

● Firewall (Ex: Windows Defender, if you use Windows)
– Blocks malicious Internet traffic from reaching into your computer

● Anti-malware program (MalwareBytes, BitDefender, etc.)
– Detects and deletes any viruses, malware, spyware, adware

● VPN
– Creates a secure pathway between your computer and the Internet
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VPN (Virtual Private Network)

● Virtual Private Networks (VPNs) create a secure 
connection by establishing an encrypted tunnel between 
your device and a remote server, masking your IP address 
and protecting data from interception on public networks

● Many VPN Providers also include anti-phishing and ad-
blocking features

● Proton, Mullvad, NordVPN are some of the better ones
● Typically cost $40 to $80 an year
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The “Cybersafe Mindset”

● It’s a process and a journey – not a one-and-done
● Rapid technological development = evolving threat 

landscape
● Yet, it has more to do with human psychology than 

technology
● Always remember it could be a scammer on the other end
● Entering and staying in the “cybersafe mindset”
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Online Tools and Resources

● Check out these websites
– lakelandcybersafe.org
– securethevillage.org/cybersecurity-101-individuals

● Government websites
– opseniorshieldfl.com (Florida website for seniors, sign up for alerts)
– secureflorida.org (many resources for individuals and families)
– polksheriff.org/news-investigations/scam-reporting
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Preview of Presentation 201

● Privacy and how it relates to security
● Browsers and other apps on your computer and phone
● IP addresses and deep-dive into VPNs
● Computer operating system updates
● Smartphone privacy and security
● Smart TV privacy and security
● Introduction to Wi-Fi router security
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Thank you!


