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Presentations – Focus Areas

● Total 4 presentations (101 and 102 are basic, for everyone)
– Presentation 101 – Easy steps for the most protection
– Presentation 102 – Various kinds of scams, malware
– Presentation 201 – A little technical (VPNs, privacy)
– Presentation 301 – A little more technical (Routers, IoT)

● All presentations are online at LakelandCybersafe.org
● Links to articles and more resources on the website



3

Presentation 101 – Outline

● Overview of the current situation – facts and trends
● What we can do as individuals to protect ourselves
● The big picture – a typical home setup (devices, router)
● The Wild Wild World Wide Web – the Dark Web
● Concrete steps you can take today after this presentation

– Maintain password hygiene, Set up 2-Factor Authentication (2-FA)
– Watch out for identity theft
– Prevent SIM swapping scams
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Questions?

● Please feel free to interrupt at 
any time to ask questions!

● It’s not a lecture. Let’s make it 
lively and interactive!

● I’ll be around after the 
presentation for more 
questions
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Cybercrime Data and Reports
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Key Trends

● At $10 Trillion in damages, third largest economy in the world
● The FTC received 6.47 million cybercrime reports in 2024, with: 

40% related to fraud and 18% involving identity theft
● Americans ages 60+ filed 201,266 cybercrime complaints in 2025 and 

lost $7.75 billion — a 59% annual increase. The average loss per senior 
was $38,500, with 12,400 losing more than $100,000 each.

● Cybercrime is a relentless threat, with over 2,348 attacks 
occurring every single day - amounting to nearly 850,000 cyber 
attacks annually



7

Most Common Cybercrimes
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Cybercrime Victims by Age Group
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Fraud Reports by Contact Method



10

Cybercrime Victims by State
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Cybercrime Activity on the Rise

● AI is enabling fraud at scale. Hacker collectives run like businesses 
with their own HR departments and recruiting

● 3.4 billion phishing emails sent daily, 82.6% are AI-generated
● AI being used to clone voices, images and text
● Attackers increasingly motivated as much by peer prestige as by 

money. Bragging rights on social networks
● Law Enforcement and corporate information security departments 

are doing everything they can to mitigate the threat but individual 
responsibility is paramount
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Government and Law Enforcement Efforts

● Federal
– FBI’s Internet Crime Complaint Center (IC3)

● Florida State
– Florida Department of Law Enforcement’s Computer Crime Center

● Polk County

– AI Investigative Unit launched in June 2024 by the Polk County Sheriff’s Office (PCSO) in 
partnership with Florida Polytechnic University. AI-related crimes, including cyber 
harassment, identity theft, extortion, hate crimes, and deepfake misuse

● Lakeland

– The Lakeland Police Department’s General Crimes Unit investigates local computer 
and internet-related theft and fraud

–

●
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What can we do as Individuals?

Awareness - Assistance - Advocacy
● Educate ourselves on the fast-evolving threat landscape
● Subscribe to cybersafety newsletters, discuss with others
● Take steps to secure your accounts and devices
● Help each other get secure to make the community safer
● Reach out to family and friends to impress upon them the 

importance of entering a “cybersafe mindset”!
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Typical Home Set-up
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The World Wide Web

● Dark Web – where hackers sell stolen passwords, account 
information, personal data like Social Security Numbers
– A number of secret marketplaces where illegal activity happens

● Passwords
● 2-FA (2-Factor Authentication)

– 2-FA - Most important for email accounts and online banking
● Data removal services (Incogni, Optery, DeleteMe)
● Identity Theft
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Dark Web



20

Dark Web
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Private Data for Sale
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Password Attacks

● Microsoft blocking over 600 million password attacks daily
– 7,000 password attacks per second

● Attack Methods: The majority of these attacks utilize password spraying, 
phishing, and brute force techniques, often exploiting reused or weak 
credentials

● 88% of Basic Web Application attacks involved stolen credentials. Specops's 
2026 Breached Password Report analyzed more than 6 billion passwords 
stolen by malware in 2025 alone

● Microsoft's Digital Defense Report 2025 confirmed that more than 97% of 
identity attacks are password attacks and that identity-based attacks surged 
32% in H1 2025
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Password Hygiene

● Password strength – min 8 characters (hard to guess)
● Password reuse – highly discouraged

– Stolen passwords are all over the dark web
● Saving passwords in the browser – not recommended
● Password Managers - depends
● Most important password is the one for the email account
● Remember: passwords can be guessed/cracked by bots
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Password Manager LastPass Hacked
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2-Factor Authentication

● Password = Something you know (1st factor)
● 2nd factor = Something you have (a phone, bio-metrics, UbiKey)

– Stronger security when both password and 2nd factor are used
● Most common 2nd factor = OTP via text message to your phone 
● Next most common = Authenticator Apps (Example: Google 

Authenticator)
● Passkey (bio-metrics built into the phone)
● Physical key (UbiKey)



28

Google Authenticator
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UbiKey
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Data Removal Services
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Privacy Settings – Say “No No No”
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Identity Thieves can...
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Identity Theft
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Identity Theft
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Credit Reports - Easiest Way to Detect Identity Theft
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AnnualCreditReport.com
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Legal Experts’ Recommendation
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Credit Reports - Best Practices

● Create an account with each of the three agencies (claim your 
profile)
– No need to upgrade to paid/subscription accounts
– Free credit reports available once per week

● Best to pull one report every 4 months, rotating between the three 
agencies
– Check all details including addresses and phone numbers
– Most importantly, check if there are any loans/mortgages that aren’t yours

● Credit monitoring services available for a fee from third parties
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Credit Freeze
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Credit Freeze
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Fraud Alert
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Federal Trade Commission Advisory
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FTC Resources
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Florida Government Advisory
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SIM Swapping
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What is a SIM Card?
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SIM Swapping Fraud
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SIM Swapping Fraud – Tell-tale Sign
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SIM Swapping Fraud on the Rise
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FTC Advisory
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Protect Yourself from SIM-swapping Attempts
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Verizon Carrier Settings – Number Lock
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Spectrum Carrier Settings – Number Lock
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Preview of Presentation 102

● Understanding various forms of scams and attacks – 
phishing, impersonation, malware, hacking

● Privacy and security settings on your devices
● Introduction to Virtual Private Networks (VPNs)
● Entering and staying in the “cybersafe mindset”
● Online tools and resources
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Thank you!


